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Web Single Sign On

2. Authentication .
1. First access

3. Send SSO Token

4. Validate SSO token

Authentication

Portal Application
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Project history OWe

Second factors (2FA)
Version 2.0 2024

Protocol OpenlD

Connect
Protocols CAS, SAML
and OpenlD 2018
Version 1.0
Fork — version NG 2016
Project creation 2010
- 2006
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Main features
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SSO & Access Control Application menu CAS / SAML / OIDC
“ . A 'S
Second Factor (2FA) Password management Graphical customization
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Screenshots

Authentication form

Authentication required

Application menu

Login

&  Password

Checkmy last logins

=) Connect
@ Resetmypassword | © Createan account

#i Logo

Application Test 1

Asimple application

Application Test 2

The same simple application

cond Factors

General Paramet,
eneral Parameters as

Variables WebSSO Manager

Configure LemonLDAP:NG

Notifications explorer @  Sessions explorer
Explore WebSSO0 notifications

@
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Explore WebSSO sessions

Virtual Hosts Current configuration

SAML2 Service Number a

2FA Sessions explorer

> SAML Identity Providers Author The LemonLDAP::NG team Explore WebS:!

> SAML Service Providers Athor B 12001
address

> OpenlD Connect Service Date P Documentation

> OpenlD Connect Providers Configuration 200

" " version

> OpenlD Connect Relying Parties O Local documentation %] Official Website
Resume Defauit confguration provided by LemonLDAP=NG team Gt = ot ey

» CASService 'ocumentation supplied with icial LemonLDAP:NG

> CASServers

> CAS Appikatins Service provided by [NELUIIIRL free software covered by the GPL license.

Administration interface




100% Free Software

* License GPL

e OW2 project

« Forge: https://qgitlab.ow2.0rg/lemonldap-ng/lemonldap-ng
« Site: https://lemonldap-ng.org

e OW2 Community Award in 2014

* SSO component of FusionlAM project: https://fusioniam.org/
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Release cycle

. . 2.19.0

semantic version \

2.18.1 i

2.17.2 2.18.0 |

2.17.0 2171 |

]

2161 2162 i

2.0.16 i

i

]

2023 2024 |
O—0o—0 Ot Qe Qe ) O O O O O—O0—O0—O=——O—Pp>

Jan Feb Mar Apr May Jun Jul Aug Sep Oct Nov Dec Jan Feb Mar Apr May

* new minor (2 - 10 issues) every 2 month

* new major (~ 50 issues) every 6 mth — 1year
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2170 OWe

e OIDC: as OP or RP, implement Back-Channel and front-
channel logout

» allows logout spreading

 Add cassandra support for:

* configuration storage \—/»”’TWN

e session storage

cassandra
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* Add ability to use applications icons instead of images

configuration display in portal

Application
Name Application Test 1
Description A simple application displaying authenticated user
2 Vos 33 Mot de Historique des ¢ Accords al e e e
applications passe connexions oipc Déconnexion ek lLocae ot
URI http://test1.lemonldap.test/
Tooltip
( | Application Test 1 ] Application Test 2 ﬁ client OIDC
battery-quarter Pp! e PP
Display application (O Enabled O Disabled @) Automatic () Special rule i 2] saml sp 5] RP test @ apache
] mellon saml SP RP test apache handler
Choose logo Administration

i i A

(@
M

A WebSSO Manager Notifications Explorer Sessions Explorer

ooy ™ - Configure LemonLDAP:NG Explore WebSSO Explore WebSSO sessions
Ly Y n | =
r | = & (%]

or input the code of a Font Awesome icon "e. Local documentation (=) Official Website

Documentation supplied with

Official LemonLDAP::NG 1
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 Manager API: add methods to get login history

curl -s http://manager-api.lemonldap.test/api/vl1/history/daniel jockson/last | jg .
{
ipAddr': "0.0.5.77,
"date": 1712232938,
"result”; "success’,

‘error’; "-4°

}
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 Add a function in Safelib to match IP addresses reliably:

« Usable in application rules or sessions opening

inNetwork("192.168.0.0/24") or inNetwork("1270.0.1/32")

* Allow admin to choose key size during certificate generation
for SAML usage (stored in parameter defaultNewKeySize)
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* Provide all applications informations trought REST service

curl -s http://manager-apilemonldap.test/api/vl/menu/app/Isample/test | jg .
{

"options": {
"description”: "A simple application displaying authenticated user”,
"display": "auto’,
"name”; "Application Test 1",
"logo”: "battery-quarter”,
"uri": "http://testl.lemonldaptest/"
},
‘confKey": "testT’,
‘order": 2
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 Send a bulk of reset password links

e enable the initialize-password-reset plugin and define a secret

curl -s -X POST -H "Content-Type: application/json" \
-d '{"mail";"user@domain.com’,"secret":."mysecret"}' \
http://auth.lemonldaptest/initializepasswordreset | jg .

{
"url": "http://auth.domain.com/resetpwd?mail_token=8c71702elb8233a95181846e0",

"mail_token": "8c/17a02eb8233095181846e0"
¥
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 implement pluggable password policies and add an
indicator of entropy during password change

Change your password

Please respect the following policy:

v Minimal size: 8

+ Minimal lower characters: 1

® Minimal upper characters: 1

' Minimal digit characters: 1

® Minimal special characters: 1

+ Allowed special characters: ! # $ %
&)+, -.l:=2@[1{}

® Not found in a compromised
password database

X Password strength

This is a very common
password
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« possibility to rememlber second factor / 2FA on a device, to
avoid entering it at each authentication

« through the plugin trustedBrowser (renamed from stayconnected)
« trustedbrowser can be enabled by a rule
« then $_trustedBrowser variable can be used in 2FA activation rule

«
<

21



OIDC security:
« encryption of JWT (OIDC)

» useful if you add some personnal info or right in the ID token

e encryption of the JSON structure using the JWE specification
« PS256 (probabilistic version of RSA) for ID Token signature
« different signature at each generation

* Accept EC algorithms for ID token signature:
ES256/ES256K/ES384,/ES512/EADSA
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« Continue login after mandatory 2FA registration

& Authentication portal x| + v

5 New Tab x -+
|::> < C A Notsecure | auth.lemonldap.test/oau

/client.lemonldap.test/protected/ @ Debianorg @ LatestNews @ Help

)

£S

Authentication required

daniel jackson

Check my last logins

= Connect
@ Reset my password



2.138.0

« Continue login after mandatory 2FA registration

& Authentication portal x| + ~

¥ C {r A Notsecure | auth.lemonldap.test/zfregisters o < v A 0O

La"NG

This service requires a double factor authentication. Register a device now, then go back to the portal

@ Debianorg @ Latest News @ Help

OTP APP

# Go to portal

w((

& Authentication portal x [k
€ 5 C O A Notsecure | authlemonidapiesti2iregisters/iotp

@ Debianorg @ LatestNews @ Help

Your new TOTP key, please test it and enter the code

@ Scan this QR code in your TOTP application @ Choose a name for this TOTP device
MyTOTP
@ Input the code provided by your application

120367

If you see this on your mobile, touch the QR code to open your TOTP.
application

If your TOTP application does not support QR codes, enter the following
key instead

ATOH VO7L WFAF LYNE QHHX C6VS UPWA LNZZ

| © 2ndFAManager  # Goto portal
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« Continue login after mandatory 2FA registration

& Authentication portal x [t ~ = B @ PHP 8.27 - phpinfo() x| + v -

<% A 02 : < C ¢ © Notsecure | hips://clientlemonidap.tesuprotected/ < % A0 2

€« C 1 A Notsecure | auth.lemonldap.test/oa

@ Debianorg @ LatestNews @ Help @ Debianorg @ LatestNews @ Help

PHP Version 8.2.7 php

Confirmation

The application would like to:

o Know your identity
o Know your email
o Know your profile

# Cancel
%
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e Support attestation validation in WebAuthn 2FA

e qattestation is a feature in the FIDO and WebAuthn protocols

* enables each RP to use a cryptographically verified chain of trust
from the device's manufacturer to choose which security keys to
trust

* New hook before 2FA validation

e called immediately before LemonLDAP:NG calls the verify method
of each second factor implementation

e can be used to run additional checks

«
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Keep informed about LL:NG

e Register to lemonldap-ng-announces mailing list
https://mail.ow2.org/wws/subscribe/lemonldap-ng-announces

« Follow project updates
https://projects.ow2.org/bin/view/lemonldap-ng/

e Social networks:

« Twitter: https://twittercom/lemonldapng/
« Facebook: https://www.facebook.com/lemonldapng/
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@ info@worteks.com

9 @worteks_com

@ linkedin.com/company/worteks
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Thank you
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